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Chapter 1

Abstract


We study three attacks on the LFSR, namely, the Berlekamp Massey Algorithm, ML Decoding on the insertion channel and Edit Distance on the Alternating Step Generator.  Algorithms for the Berlekamp Massey method and the ML decoding is provided and analysed.  In particular, ML Decoding and Edit Distance give considerably lower complexity than most known attacks.  Chapters 5 to 7 focus on clock-controlled LFSRs.

Introduction


As mentioned in [1], the problem of finding secret communication over insecure media is the most traditional and basic problem of cryptography.  The setting consists of two parties communicating over a channel that possibly may be tapped by an adversary, called the cryptanalayst (or wire-tapper).  The parties wish to exchange information with each other, but keep the wire-tapper as ignorant as possible regarding the content of this information.  Loosely speaking, an encryption scheme is a protocol allowing these parties to communicate secretly with each other.  Typically, the encryption scheme consists of a pair of algorithms.  One algorithm, called encryption, is applied by the sender, while the other algorithm, called decryption, is applied by the receiver.  The original text is known as the plaintext, while the encrypted message is the ciphertext.

Plaintext ------------------ >  Ciphertext  ------------------- > Plaintext

                                  Encryption                               Decryption


Chapters 2 and 3 deal with basics of LFSRs and Random numbers.  Chapter 4 discusses the Berlekemp Massey Algorithm.  Chapter 5 focuses on clock-controlled LFSRs and the subsequent chapters discuss two methods used to attack clock-controlled generators.

Chapter 2
Random Numbers

“…I doubt that human cunning can set up a code that human cunning cannot solve.”

Excerpt from “The Gold Bug”


In the world of cryptography, randomness is an important issue.  The key to cryptography is to create a seemingly random set of binary digits that makes it hard for the cryptanalyst to predict the pattern generated by the cryptographer.  In Edgar Allan Poe’s “The Gold Bug”, the first pattern to observe was the number of times a symbol appeared in the code.  It happened that the symbol 8 appeared the most times, to which Legrand figured that it represented the letter e, since e was the most often used.


Taking the cue from “The Gold Bug”, we shall define randomness on a binary string as the probability is 50% that the next number generated is 1.  Note that this is not the same thing as “the probability is about 50% that a number is 1 and about 50% that it is 0” [2].  Consider this series of numbers:

1010101010101010101010101010101010101010

Half of the numbers are 1’s and half are 0’s, but it doesn’t look random.  In this case, the probability that a number 1 appears after a 0 is 100%.


Another test to decide on the degree of randomness is to check the occurrence of the number of successive unbroken blocks of 0’s or 1’s.  Too few runs, or runs of excessive length, are indicators of a lack of randomness [3].  For example:

00001100001110001111100001110001101110000100

There are 6 such runs of 111 and only 1 run of 010, which show that the series is not very random.


As surprising as it may sound, a computer is unable to generate random numbers itself.  Computers may generate a set of numbers that are close to random, but are not exactly random; we call such numbers pseudo-random.  Economists, statisticians and scientists use pseudo-random numbers all the time [2].  Although the computer itself cannot generate random numbers, it can use outside sources to generate one.  Quantum events, such as those measured by a Geiger counter, is one example of truly random information; a computer can easily convert the measurements into a binary string to produce a random sequence.


When a computer generates a good pseudo-random sequence, the cryptanalyst often has to rely on brute force.  Even brute forcing might not give him the correct message, but rather a set of messages with a high probability that it matches the original text.  We will discuss more of this later. 

Chapter 3
The Linear Feedback Shift Register

What is an LFSR?


Our focus now is to study the workings on the Linear Feedback Shift Register (LFSR) and subsequent chapters will deal with methods used to attack the LFSR.  An LFSR is a mechanism for generating a sequence of binary bits. The register consists of a series of cells that are set by an initialization vector that is, most often, the secret key. The behaviour of the register is regulated by a clock and at each clocking instant, the contents of the cells of the register are shifted left by one position, and the exclusive-or of a subset of the cell contents is placed in the rightmost cell.  A basic LFSR consists of 3 components: the input sequence (initialisation vector), the feedback (tap sequence) and the output.  As the name suggests, the feedback gives a linear relationship between the input and the output.


Let the input sequence of length n be (s0, s1, …, sn-1).  The feedback is thus a linear function f (s0, s1, …, sn-1) defined by 

f(s) = 
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where co, c1, …, cn are constant coefficients.  The output of the LFSR is determined by the initial values s0, s1, …, sn-1 and the linear recursion relationship:

sk+n =  ( 
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or equivalently,
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where cn = 1 by definition [4].  The diagram below shows the LFSR of length n:
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Figure 3.1

Example 1:  Let the LFSR be of length 4 with initial state (or input sequence) – 0,1,1,0.  If co = c2 = c3 = 1, c1 = 0, then

s4 
= c0s0 + c1s1 + c2s2 + c3s3 = 1.0 + 0.1 + 1.1 + 1.0 = 1

s5 
= c0s1 + c1s2 + c2s3 + c3s4 = 1.1 + 0.1 + 1.0 + 1.1 = 0

 .

 .

sk+4 
= c0sk + c1sk+1 + c2sk+2 + c3sk+3 = sk + sk+2 + sk+3
Figure 3.2 shows the LFSR states and the output at time t:



Time

 LFSR States 

Output



   0

     0,1,1,0

     1

   1

     1,1,0,1

     0

   2

     1,0,1,0

     0

   3

     0,1,0,0

     0

   4

     1,0,0,0

     1

   5

     0,0,0,1

     1

   6

     0,0,1,1

     0



   7

     0,1,1,0

     1

Figure 3.2

Here we see why it is called a “shift” register, the initial sequence (0,1,1,0) has the subsequence (1,1,0) shifted to the left by one register at time t = 1.  The last register is the output at t = 0, which is 1.  Thus we have the LFSR state at time t = 1:   (1,1,0,1).

Observe also that at t = 7, the LFSR state is the same as the initial state.  Subsequence states will follow those from time t = 0 to t = 6.  Thus we say that this LFSR produces a sequence with period 7.  There are 2n possible states in an LFSR of length n, but since the all zero state cannot be achieved unless you start with it, so there are 2n – 1 possible states.  In this example given, the LFSR is said to give the maximum possible period.  Appendix A gives a source code for a simple LFSR.

Primitive polynomials


We now turn our attention to the feedback function.  We define the characteristic polynomial of an LFSR as the polynomial,

f(x) = c0 + c1x + … + cn-1xn-1 + xn = 
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where cn = 1 by definition.  In example 1, the characteristic polynomial is given as 1 + x2 + x3 + x4.  From the characteristic polynomial, we can determine the period of the LFSR even without knowledge of the input sequence.

Theorem 3.1:

Every polynomial f(x) with coefficients in GF(2) having f(0) = 1 divides xm + 1 for some m.  The smallest m for which this is true is called the period of f(x).

Example 2:
From our characteristic polynomial, we have c0 = 1, this implies that f(0) = 1.  In example 1, f(x) divides x7 + 1 since x7 + 1 = (1 + x2 + x3)(1 + x2 + x3 + x4) in GF(2).  We have m = 7 is the smallest integer in which f(x) divides xm + 1, thus the period of f(x) is 7.

Theorem 3.2:

An irreducible polynomial of degree n has a period which divides 2n – 1.  In particular, an irreducible polynomial of degree n whose period is 2n – 1 is a primitive polynomial.

Example 3:
f(x) = x4 + x3 + 1 is a monic irreducible polynomial over GF(2).  To find its period, we have to determine the smallest m such that f(x) divides xm + 1.  Now, since f(x) is irreducible, by theorem 3.2, it has a period which divides 24 – 1 = 15.  Since m > 4, our possible candidates are 5, 15 and:

x5 + 1 = (x + 1)(x4 + x3 + 1) + (x3 + x)

x15 + 1 = (x11 + x10 + x9 + x8 + x6 + x4 +x3 + 1)(x4 + x3 + 1)

Thus, f(x) has period 15 and is a primitive polynomial (example taken from [4]).  Thus c0 = c3 = 1, c1 = c2 = 0 and letting the initial sequence be 0,0,0,1:

 

 Time

 LFSR States 

Output



   0

     0,0,0,1

     1

   1

     0,0,1,1

     1

   2

     0,1,1,1

     1

   3

     1,1,1,1

     0

   4

     1,1,1,0

     1

   5

     1,1,0,1

     0

   6

     1,0,1,0

     1



   7

     0,1,0,1

     1

   8

     1,0,1,1

     0

   9

     0,1,1,0

     0

   10

     1,1,0,0

     1

   11

     1,0,0,1

     0

   12

     0,0,1,0

     0

   13

     0,1,0,0

     0



   14

     1,0,0,0

     1

   15

     0,0,0,1

     1

Figure 3.3

Plaintext: 
1001 0010 0110 1101 1001 0011 1010 0001

    XOR

Keystream:
1110 1011 0010 0011
1110 1011 0010 0011

________________________________________________

Ciphertext:
0111 1001 0100 1110 0100 0101 1110 0110   

Thus, given a plaintext and the keystream, the ciphertext is generated by XORing the plaintext with the keystream.  This form of coding using a keystream is known as a stream cipher.  Our next chapter will deal with the Berlekamp-Massey algorithm, which is a method used to construct the feedback polynomial recursively.  

Chapter 4
The Berlekamp – Massey Algorithm

“A hundred ounces of silver spent for information may save ten thousand spent on war.”

Sun-Tzu on intelligence gathering


We first introduce some important definitions. The linear complexity of a sequence is the length of the shortest LFSR, which can produce that sequence. The measure therefore speaks to the difficulty of generating, and perhaps analysing, a particular sequence.  We denote Lk({si}i(0) to be the linear complexity of the sequence s0, s1, …, sk-1, and c(k)(x) to be the characteristic polynomial of an Lk-stage LFSR that generates si, 0 ( i (  sk-1.  In general c(k)(x) is not unique for a given Lk-stage LFSR.  We define the linear complexity of the all zero vector of length k to be 0 and c(k)(x) = 1.  

Theorem 4.1

Let {si}i(0 be a sequence such that s0  =  s1 =  … = sk-2 = 0 and sk-1 = 1.  The linear complexity of Lk({si}i(0) = k.  

Proof:
An LFSR of length n < k will only output n consecutive zeros if the initial state is the all zero vector.  Thus, the linear complexity is k.  Note that c(k)(x) is not unique in this case:  1 +  x k-1 + xk and 1 + xk both satisfy c(k)(x) for k > 1.  When k = 1, then the feedback polynomial is 1+x.

Theorem 4.2

Given any sequence {si}i(0, Lk+1 ( Lk and Lk ( k.
Proof:
Intuitively, if an LFSR of linear complexity Lk+1 generates so, s1, …, sk , then it will generate s0, s1, …,sk-1.  On the other hand, if an LFSR of linear complexity Lk 

generates s0, s1, …,sk-1 ,  it might not generate sk.  Thus, Lk+1 ( Lk by definition.  Also, Lk ( k for any sequence {si}i(0 since s0, s1, …,sk-1 taken as the starting state of any k-state LFSR, will generate s0, s1, …,sk-1.   

We now turn to the question: given an arbitrary sequence {si}i(0 of length k, can we find its linear complexity?  To key to this is to find a feedback polynomial with the smallest possible degree, n, that will generate the sequence {si}i(0.  We have c(k)(x) = c0 + c1x + c2x2 + … +cn-1xn-1 + xn.  Then, for any r such that n ( r ( k, sr = c0sr-n + c1sr-n+1 + … + cn-1sr-1.  Thus, the linear complexity is n. 

Our next step is to find the feedback polynomial with the smallest possible degree.  The idea to construct such a polynomial is calculate recursively c(1)(x), c(2)(x), c(3)(x) and so forth till we get c(k)(x).

Example 4:  Let the sequence S(6) be 0,0,0,1,1,0.  Then c(1)(x) = c(2)(x) = c(3)(x) = 1.  From theorem 4.1, c(4)(x) = 1 + x3 + x4 (note that this is not unique).  Now c(5)(x) = c(4)(x) since, 

s4 = 
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 = 1.0 + 0.0 + 0.0 + 1.1 = 1

But c(6)(x) ( c(5)(x), because if c(6)(x) = c(5)(x) = c(4)(x), then

s5 = 
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which is a contradiction.  One way to construct c(6)(x) is to brute force all the possible polynomials of degree 6 in GF(2).  However, as cryptologists, it is not in our blood to subscribe to such an expansive effort if possible.  The other way is to use the Berlekamp Massey Algorithm.

Theorem 4.3 (Berlekamp Massey Algorithm)
Let {si}i(0 be the sequence s0, s1, …, sk-1 such that c(k+1)(x) ( c(k)(x).  Let m be the unique integer smaller than k defined by

(i) Lm < Lk
(ii) Lm+1 = Lk
Then, Lk+1 = L = max { Lk, k + 1 – Lk } and a suitable choice for c(k+1)(x) is:

c(x) = x
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L

L

-

c(k)(x) + x
[image: image10.wmf])

1

(

k

L

k

L

-

+

-

c(m)(x) = x
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The proof of Theorem 4.3 is given in Appendix B.  As we can see from Appendix B, the Berlekamp Massey Algorithm uses theorem 4.1 as the first inductive step to calculate c(1)(x).  It then recursively calculates c(2)(x), c(3)(x), … to c(k+1)(x).  The number m is well defined as theorem 4.1 provides the first induction step.


Returning back to example 4, since c(6)(x) ( c(5)(x), we use the Berlekamp Massey Algorithm to find c(6)(x).  We have L1 = L2 = L3 = 0, and L4 = L5 = 4.  We also have c(1)(x) = c(2)(x) = c(3)(x) = 1 and c(4)(x) = c(5)(x) = 1 + x3 + x4.  Letting k = 5, we have L = max {L5, 5 + 1 - L5} = max {4, 2} = 4.  Observe that when m = 3, 

Lm = L3 = 0 < 4 = L5 = Lk
Lm+1 = L4 = 4 = L5 = Lk

Thus,




        c(6)(x) = x
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      = c(5)(x) + x2c(3)(x)





      = (1 + x3 + x4) + x2(1)





      = 1 + x2 + x3 + x4

Verifying,

s4 = 1.0 + 0.0 + 1.0 + 1.1 = 1

s5 = 1.0 + 0.0 + 1.1 + 1.1 = 0 

Thus, the linear complexity of the sequence 0,0,0,1,1,0 is 4 and a suitable feedback polynomial is given as 1 + x2 + x3 + x4.

Example 5:  Using the Berlekamp Massey Algorithm, find the characteristic polynomial of the lowest possible degree that will generate the sequence 1,1,0,1,0,0,1,0.

Step(1)

We have s0 = 1.  By theorem 4.1, L1 = 1 and c(1)(x) = 1+x

Step(2)

s1 = 1.  Verify c(2)(x) = c(1)(x).  Then L2 = 1 and c(2)(x) = 1 + x

Step(3)
s2 = 0.  Verify c(3)(x) ( c(2)(x).  Then L3 = max {L2, 3 – L2} = 2 implies our feedback polynomial c(3)(x) is of degree 2.  We have L0 = 0 < L2 and L1 = L2 = 1.  Thus we choose m = 0, and c(0)(x) = 1 by definition.    Thus c(3)(x) = x2-1c(2)(x) + x2-2c(0)(x) = x(1 + x) + 1 = 1 + x + x2 by the Berlekemp Massey Algorithm.

Step(4)
s3 = 1.  Verify c(4)(x) = c(3)(x).  Then L4 = 2 and c(4)(x) = 1 + x + x2.

Step(5)
s4 = 0.  Verify c(5)(x) ( c(4)(x).  Then L5 = max {L4, 5 – L2} = 3 implies our feedback polynomial c(5)(x) is of degree 3.  We have c(m)(x) = c(2)(x) = 1 + x.  Then c(5)(x) = xc(4)(x) + c(2)(x) = x(1 + x + x2) + (1 + x) = 1 + x2 + x3.

Step(6)

s5 = 0.  Verify c(6)(x) = c(5)(x).  Then L6 = 3 and c(6)(x) = 1 + x2 + x3.

Step(7)

s6 = 1.  Verify c(7)(x) = c(6)(x).  Then L7 = 3 and c(7)(x) = 1 + x2 + x3.

Step(8)
s7 = 0.  Verify c(8)(x) ( c(7)(x).  Then L8 = max {L7, 8 – L7} = 5 implies our feedback polynomial c(8)(x) is of degree 5.  We have c(m)(x) = 


c(4)(x) = 1 + x + x2.  Then c(8)(x) = x2c(7)(x) + c(4)(x) = x2(1 + x2 + x3) + (1 + x + x2) = 1 + x + x4 + x5.

This might seem a tedious method, but a computer is able to construct the feedback polynomial in a very short time if the linear complexity is small.  Appendix C gives the source code for the Berlekemp Massey Algorithm.  The complexity of the Berlekemp is linear and thus we conclude that an LFSR alone is not secure.  Our next chapter deals with two popular variations of the LFSR that will provide the resulting sequence with a larger linear complexity [6].

Chapter 5
Improvising on the LFSR
The Need for a Clock-Controlled LFSR

In [4] and [6], it was mentioned that a pseudo-random sequence should hold the following properties:

A1)
The number of zeros and ones should be as equal as possible per period.

A2)
The period should be very long ( ~1050 at a minimum).

A3)
The sequence should be easy to generate for fast encryption.

A4)
It should be resistant against a known-plaintext attack. (This is the minimum level of security for modern cryptosystems)

We now see how the LFSR fares with regard to the four properties mentioned above:

i) If the LFSR has a primitive polynomial as feedback, the sequence will have a period of 2n – 1, thus cycling through every possible combinations of 0’s and 1’s of length n except for the all zero vector.  We then have 2n-1 1’s and 2n-1–1 0’s, and it satisfies property A1.  In fact this sequence is also known as a PN – sequence (or a pseudo-noise sequence).

ii) One can obtain sufficiently large periods by taking a large value of n.  In fact, n = 166 will give a period of 2166 – 1 > 1050.  Thus, A2 is easily satisfied.

iii) Being Boolean circuits, LFSR’s are extremely easy to implement and are very fast.

iv) Assuming a known feedback length, i.e Lk, given 2n consecutive plaintext bits, sk, sk+1, …, sk+2n-1 we can write down a system of n equations in the n 

unknowns c0, c1, …, cn-1 which is non-degenerate and so has a unique solution.  This gives the characteristic polynomial and so the LFSR to the cryptanalyst.  Even if the feedback is not provided, we can use the Berlekemp Massey algorithm to recursively construct the feedback polynomial.  As we have shown in the previous chapter, the LFSR alone is not secure given a known plaintext and thus A4 is not satisfied.

Thus in order to defend against a plaintext attack, crytologists often use clock-controlled devises to produce random-like sequences from the LFSR.  This can be done can using the output of one or more LFSR to control the clock of other LFSRs.  We introduce briefly two popular clock-controlled generators: the Shrinking Generator and the Alternating-Step Generator.

Shrinking Generator


The Shrinking Generator uses two LFSRs to generate an output sequence in which one of the LFSR acts as a clock control, giving better cryptographic quality than a normal LFSR.  Let the sequence LFSR A generates be a = a0, a1, … and let b = bo, b1, … be the sequence generated by LFSR B.  The output sequence z = z0, z1, … is obtained from b0, b1, … by deleting bi’s for which ai = 0.  Figure 5.1 below shows a diagram of a Shrinking Generator.
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Figure 5.1

Example 6:
Let LFSR A have feedback polynomial 1 + x + x2 and initial sequence 0,1; and LFSR B have feedback polynomial 1 + x2 + x3 + x4 and initial sequence 1,0,1,0.  Then LFSR A generates the sequence a = 0,1,1,0,1,1… and has period 3.  LFSR B generates the sequence b = 1,0,1,0,0,0,1,1,0,1,0,0,0,1… and also has period 7.  The output sequence z = 0,1,0,0,1,0,0,0,1,1,1,0,0,1,0,1,0,0,1,0,0,0,1,1,1,0,0,1… and has period 14.

Appendix D gives the source code for another example of a Clock-Controlled Generator.

Alternating Step Generator

The Alternating Step Generator (ASG) is more complicated than the Shrinking Generator.  Here we have three LFSRs in which one of the LFSR controls the clock of the other two LFSRs.  Let LFSR S be the clock controller and LFSR A and B be the other two LFSRs.  Denote the sequence generated by S to be s = s0, s1, … and that of A and B to be a = a0, a1, … and b = b0, b1, … respectively.  Let z = z0, z1, … be the output sequence.  To obtain the output zi, we first step LFSR A or LFSR B depending on whether si = 1 or si = 0 respectively.  Then zi is the sum of the output bits of LFSR A and LFSR B modulo 2 at step i.  Thus LFSR A is stop/go clocked, whereas LFSR B is go/stop clocked [7].  Figure 5.2 shows a diagram of an ASG.
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Example 7:
(taken from [8]) Let the three LFSRs be specified by the following polynomials and initial sequences:

LFSR S: 1 + x + x2; initial sequence = 1, 0

LFSR A: 1 + x + x3; initial sequence = 1,0,0

LFSR B: 1 + x2 + x5; initial sequence = 1,0,0,0,0

Then s = 1,0,1,1,0,1… and period = 3

         a = 1,0,0,1,0,1,1,1,0,0,1,0,1,1… and period = 7

         b = 1,0,0,0,0,1,0,0,1,0,1,1,0,0,1,1,1,1,1,0,0,0,1,1,0,1,1,1,0,1,0 repeated thus      period = 31.

At the first cycle, s0 = 1 implies sequence a is shifted.  Hence output z0 = a1 xor b0 = 0 xor 1 = 1 (certain convections adopt z0 to be fixed at a0 xor b0).

At the second cycle, s1 = 0 implies sequence b is shifted.  Hence output z1 = a1 xor b1 = 0 xor 0 = 0 and so forth.

Observe that the three feedback polynomials are primitive since they are of period 2n –1, where n is the degree of the feedback polynomial.  Also, the periods are relatively prime.  It has been proven that with these conditions satisfied [7], the period of the output = 3 x 7 x 31 = 651.

Chapter 6
ML Decoding on Insertion Channel

“All nature is merely a cipher and a secret writing.  The great name and essence of God and his wonders, the very deeds, projects, words, actions and demeanour of any kind – what are they for the most part but a cipher?”

French Cryptographer Vigen(re
By definition, an ML decoding algorithm finds an input sequence a that for a given sequence z, that maximises P(z received | a transmitted).  We shall study the ML decoding algorithm [6] with regards to the clock-controlled generator described in Appendix D.  From the description of the clock-controlled generator, we say that an insertion occurs when ai = 0 for i ( 0, ai being the sequence generated from LFSR A.  

Define B to be the set of all possible sequences generated from LFSR B.  Let B = B1, B2, … and Z = Z1, Z2, … be the corresponding random variables.  We consider an output sequence of length t, thus let zt denote the sequence z1, z2, …, zt and let Zt = Z1, Z2, …, Zt be the corresponding random variable.  We denote (t to be the number of symbols from b that are clocked into z after observing t symbols from z (i.e after observing zt-1).  Our purpose now is to ride on the ML decoding algorithm and establish a formula that deals with integers instead of fractions.

For simplicity, we denote (( t, i ) to be the number of ways in which bi can generate zt, i.e how many different sequences from LFSR A can generate the output zt given the brute forced sequence bi.  Thus, (( t, i ) = 0 indicates that bi does not generate zt.  Then,

(( t, i ) = (( t-1, i ).(( zt, bi )  + (( t-1, i-1 ).(( zt, bi )

 (1)

where
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If zt-1 = zt = bi, then it is possible an insertion has occurred, thus (( zt, bi ) = 1.  If zt-1 ( bi, then bi cannot generate zt-1, and (( zt, bi ) = 0.  Similarly

                    

(( zt, bi ) = 
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  Before we brute force all combinations of b = b1, …, b(t to find the sequence that will maximise P(Zt = zt | B = b ), we need to state certain probabilities.  

Case (1)
zk = zk-1 = … = z1 = b1 = … = bn-1 = bn,
k ( n > 1



then (( 1, r ) = 
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if n = 1,



then (( 1, r ) = 
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Example:  z = 0000011… and b = 0001…

then (( 1, 1 ) = (( 1, 2 ) = ½.  Note that it is not possible for b3 to generate z1 by definition of how the LFSR works.

Case (2)
zn-1 = … = z1 = b1 = … = bn-1 = bn,

k = n – 1



then (( k, k + 1 ) = 1,

1 ( k ( n



Example: z = 11010… and b = 1110…

then (( 1, 2 ) = 1.  Clearly b1 does not generate z1, as otherwise b2 and b3 must both generate z2, which is a contradiction.

Case (3)
z1 ( b1

 

then (( 1, r ) = 
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Example: z = 11110… and b = 0110…

then (( 1, 2 ) = 1.  Clearly b1 = 0 does not generate z1 = 1, thus b2 generates z1.

Since (t = i ( t + 1, given an output sequence z of length t we can brute force b of length at most t + 1, and (( t, t + 2 ) = 0.  With this information, we can recursively calculate (( t, i ).  We illustrate this with an example:

Example 8:  Based on the clock-controlled generator described in Appendix D, use ML decoding to check if the sequences 11101 and 0100 of b generate the keystream z = 1100001.

Observe that since t = 7, we can brute force sequences of b of length at most 8.  We first consider the sequence 11101.  Since z2 = z1 = b1 = b2 = b3, then from case (2), we have (( 1, 2 ) = 1 and (( 2, 3 ) = 1.   Hence,

          (( 7, 5 ) = (( 6, 5 ).(( z7, b5 ) + (( 6, 4 ).(( z7, b5 )



= (( 6, 4 )


      since (( z7, b5 ) = 0 and (( z7, b5 ) = 1



= [ (( 5, 4 ).(( z6, b4 ) + (( 5, 3 ).(( z6, b4 ) ]

= (( 5, 4 )


      
insertion  
      

= (( 4, 4 )  
                              
insertion

= (( 3, 4 )  



insertion



= (( 2, 3 )  



no insertion



= 1

Since (( 7, 5 ) = 1, it implies that there is only one possible clock sequence from LFSR A i.e a = 1110001. 

Consider the sequence 0100.  Then (( 7, 4 ) = (( 6, 4 ).(( z7, b4 ) + (( 6, 3 ).(( z7, b4 ).  But (( z7, b4 ) = (( z7, b4 ) = 0 ( (( 7, 4 ) = 0.  Thus 0100 does not generate 1100001.

We have shown that b = 11101 generates the sequence z = 1100001.  Since our knowledge of the output sequence is only limited to these 7 symbols, b6, b7, … can take any values.  However if we consider the sequence b = 111010, the ML decoding would output (( 7, 6 ) = 0 since b5 = 1 generates z7 = 1 and b6 = 0 will not generate z7 and thus will not generate z = 1100001.  This can be good from a viewpoint of precision and accuracy and bad from the viewpoint of inflexibility.


The algorithm is thus an iterative formula, which allows the computer to conduct a “divide and conquer” procedure, and the ML decoding is in O( ti ).    However this only applies to the time taken to calculate (( t, i ) for one particular sequence; if we are to take into account of the time taken to brute force all the possible sequences of b of length t, then the total time taken would be in O(2tt2)).  Appendix E provides the source code for implementing the ML decoding on the clock-controlled LFSR described in Appendix D.


We also define an MAP Decoding algorithm as one that finds an input sequence a that for a given z maximizes P( a transmitted | z received ).  We can use the MAP decoding on a deletion channel as in the case of the shrinking generator.  For reference, see [6].


Chapter 7
Edit Distance on the ASG


From our description of the ASG in chapter 5, the ASG does not satisfy the role of an insertion or deletion channel since the each output zi depends on both the sequences generated by LFSR A and LFSR B.  It is assumed that LFSR A and LFSR B and the clock-controlling LFSR S have different primitive feedback polynomials and respective co-prime periods P1, P2 and P3.  The period of the output sequence z is thus given as P1P2P3.  We now consider an algorithm that provides a divide and conquer attack on the ASG.


Let An+1 = x1, x2, …, xn+1 and Bn+1 = b1, b2, …, bn+1 denote the two binary input sequences from LFSR A and B respectively.  Let Zn = z1, z2, …, zn denote the output sequence.  Given a binary clock-control sequence Sn = s1, s2, …, sn, let Žn = ž1, ž2, …,  žn denote the combination sequence produced from An+1 and Bn+1 by the step-then-add alternating stepping according to Cn.  Accordingly, we initially have ž1 = a1 ⊕ b2 if s1 = 0 and ž1 = a2 ⊕ b1 if s1 = 1.  For any 1 ( r ( n – 1 and 0 ( l ( r, where l denotes the number of ones in Sr, then žr = al+1 ⊕ br+1-l, and we have žr+1 = al+1 ⊕ br+2-l if Sr+1 = 0 and žr+1 = al+2 ⊕ br+1-l if Sr+1 = 1.


The edit distance between a given pair of sequences (An+1, Bn+1) and a given sequence Zn, denoted as D(An+1, Bn+1; Zn ), is then defined by

D(An+1, Bn+1; Zn ) = 
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where dH(Zn, Žn) is the Hamming distance between Zn and Žn.  To put it simply, the edit distance is defined as the minimum number of effective substitutions needed to obtain Zn and Žn, where the minimum is over all 2n possible binary clock-control sequences Sn.


The algorithm provided below computes the edit distance in (1) by a computational complexity smaller than 2n even with an exhaustive search over all Sn.  We define the partial edit distance W( l, r ) as D(Ar+1, Br+1; Zr ) under an additional constraint that the clock control sequence from LFSR S contains exactly l ones, that is

W( l, r ) = 
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Accordingly, the last bit žr is in (2) always generated from the input bits al+1 and br+1-l, so that the edit transformation involves the prefix Al+1 and Br+1-l only.  The edit distance can then be represented as

W( l, r ) = 
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Example 9:  Let l = 3 and r = 5.  Then let Z5 = 10010 and Ž5 = 00100.  Then   
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Note that Z5 and Ž5 differ by 3 bits.

The theorem below provides an algorithm that computes the edit distance based on the recursive property of the partial edit distance.

Theorem 7.1

For any An+1, Bn+1, and Zn, we have 

D(An+1, Bn+1; Zn ) = 
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where the partial edit distance W( l, n ) is computed recursively by 

W( l, r) = al+1 ⊕ br+1-l ⊕ zr + min( W( l-1, r-1) W( l, r-1) )

(5)

For 1 ( r ( n and 0 ( l ( r, with the initial values W(-1, r) = W(r+1, r) = ∞ and W(0,0) = 0.

Proof [7]:  First observe that (4) is an immediate consequence of the definition of the partial edit distance.  Second, for s = 1, (3) directly implies that W(0,1) = a1 ⊕ b2 ⊕ z1 and W(1, 1) = a2 ⊕ b1 ⊕ z1, which can also be obtained by (5) from the given initial values.

Now, assume that s > 1.  Since by definition, žr = al+2 ⊕ br+1-l, (3) can then be put in the form

W( l, r ) = al+1 ⊕ br+1-l ⊕ zr + min( 
[image: image38.wmf]ones

l

c

r

-

:

min



 EMBED Equation.3  [image: image39.wmf]å

=

Å

r

k

k

k

z

z

1

(

,  
[image: image40.wmf]ones

l

c

r

-

-

:

1

min



 EMBED Equation.3  [image: image41.wmf]å

-

=

Å

1

1

r

k

k

k

z

z

(

 )

(6)

Where the first and second minima correspond to clock-control strings whose last bit Sr is equal to one and zero, respectively (the given initial values take the case where l = 0 or l = r).  Equation (5) then follows directly in view of (3).


   ڤ


The time and space complexities of the recursive algorithm corresponding to Theorem 7.1 is given as O(n2) and O(n) respectively, since only the values of the partial edit distance for the current and the preceding value of s have to be stored at a time.  The algorithm is thus feasible even for large values of n.  A zero edit distance indicates that there exists a clock-control sequence such that Zn is produced from (An+1, Bn+1) by step-then-add alternating stepping.

Example 10:  Let n = 4 and A5 = 00101, B5 = 10011 and Z4 = 1010.  We choose 2 possible values of l = 1, 3 to illustrate how the recursive formula in (5) works.

When l = 1, it means that LFSR A is stepped only once.  However we need to find at which instance it was stepped to give the partial edit distance W(1, 4).  From (5), we have

W(1, 4) = a2 ⊕ b4 ⊕ z4 + min( W(0,3), W(1,3) ) = 1 + min( W(0, 3), W(1, 3) )

Now, W(0, 3) = W(0, 2) = W(0, 1) = a1 ⊕ b2 ⊕ z1 + W(0, 0) = 1 

and W(1, 3) = 1 + W(1, 2) = 1 + W(1, 1) = 1 + a2 ⊕ b1 ⊕ z1 + W(0, 0) = 1

Thus W(1, 4) = 1 + 1 = 2.  This means that if LFSR A is stepped only once, the output sequence Ž4 will differ from Z4 = 1010 by at least 2 bits.  The recursive formula also indicates the clock sequence that will generate Ž4 which differs from Z4 = 1010 by exactly 2 bits.  In this case there are two possibilities:

S4 = 0001 ( Ž4 = 0011 and S4 = 1000 ( Ž4 = 1001

In both cases, Ž4 differs from Z4 by exactly 2 bits.

When l = 3, it implies that LFSR A is stepped 3 times, and we have

                       W(3, 4) = a4 ⊕ b2 ⊕ z4 + min( W(2, 3), W(3, 3) )




= min( W(2, 3), W(3, 3) )




= W(2, 3)


Step A




= W(2, 2)


Step B




= W(1, 1)


Step A




= a2 ⊕ b1 ⊕ z1 + min( W(0, 0), W(1, 0) )




= W(0, 0)


Step A




= 0

Since the partial edit distance is zero, then Z4 = 1010 is generated by stepping LFSR A 3 times, and the clock sequence S4 = 1101.

Appendix A

Below is the source code for a simple LFSR.  The program asks the user for an input sequence together with the tap sequence.  It will then generate the keystream.  For the purpose of recording the results on paper, we let the maximum length of the input sequence and that of the feedback be 10.  The output length is capped at the length 210 = 1024.

/* Source code for simulating an LFSR */

#include <stdio.h>

#include <stdlib.h>

main() {

int A[1024], B[10];
      

/* array A is the output sequence and serves also as the input,  while array B is the feedback */

int count = 0, j, k;

printf( “Key in the initialisation sequence of length not more than 10:\n” );

while( scanf( “%d”, &A[count++] ) != EOF );

count = 0;
/* reset counter */

printf( “\n\nKey in the feedback sequence of length not more than 10:\n” );

while( scanf( “%d”, &B[count++] ) != EOF );

for( k = count; k < 1024; k++ ) {

A[k] = 0;

for( j = 0; j < count; j++ )



A[k] = ( A[k] + A[k-count] * B[j] ) % 2; 

/* recursively calculates A[k] */

}

printf( “\n\nOutput Sequence:\n” );

for( j = 0; j < 1024; j++ )


printf( “%d ”, &A[j] );

}
Results:

a) Input sequence: 
0101  

Feedback:
  
1101  

Output:

  
0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

Period = 4

b) Input sequence:
10011010
Feedback:

11000100
Output:
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Period = 45

In both cases, the periods do not divide 2n – 1, where n is the length of the initialisation sequence.  We can conclude that the feedback polynomial 1 + x + x3 + x4 (case a) and 1 + x + x5 + x8 (case b) are both not irreducible over GF(2) from theorem 3.2.  This is easily verified as 1 + x + x3 + x4 = (1 + x)(1 + x3) and 1 + x + x5 + x8 = (1 + x)(1 + x5 + x6 + x7).  

c)
Input sequence:
0100


Feedback:

1111

Output:

0 1 0 0 1 0 1 0 0 1 0 1 0 0 1 0

Period = 5

The monic polynomial 1 + x + x2 + x3 + x4 is irreducible over GF(2) from theorem 3.2, since 5|24 – 1.  Note that 1 + x5 = (1 + x)(1 + x + x2 + x3 + x4).  Since period = 5, it is also not primitive.

Appendix B 

Theorem 4.3

If c(k+1)(x) ( c(k)(x), then, Lk+1 = max { Lk, k + 1 – Lk }

Proof [5]:

Define L0 = 0 and c(0)(x) = 1

The sequence 0, 0, …, 0, 1 of length k + 1 can be generated by any (k+1)-stage LFSR, but not by a shorter LFSR as shown in Theorem 4.1.  So in this case Lk+1 = k+1 = k + 1 – Lk.  This is our first induction step.  So we assume that for Lk ( j ( k – 1,

sj = 
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If the above equation holds for j = k, then Lk+1 = Lk, c(k+1)(x) = c(k)(x), and there remains nothing to prove.  If,

sk + 1 = 
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then c(k+1)(x) ( c(k)(x).

We provide an example to guide the reader in understanding the proof.

Example:

Consider the sequence 0,0,1,s3,s4,s5,s6. 

L1 = L2 = 0 and c(1)(x) = c(2)(x) = 1

L3 = 3 = 3 – L2.  So in this case L3 = 3 – L2 (Induction step)

Assume the sequence 0,0,1 generates s3, s4 and s5 by the same feedback polynomial.  Thus,

s3 = c0(3)s0 + c1(3)s1 + c2(3)s2
s4 = c0(3)s1 + c1(3)s2 + c2(3)s3

s5 = c0(3)s2 + c1(3)s3 + c2(3)s4
If s6 = c0(k)s3 + c1(k)s4 + c2(k)s5, then L7 = L6 and c(7)(x) = c(6)(x) and we have nothing to prove.  Thus, if

s6 + 1 = c0(k)s3 + c1(k)s4 + c2(k)s5 

then,  c(7)(x) ( c(6)(x).

Proof:

Let m be the unique integer smaller than k defined by

i) Lm < Lk
ii) Lm+1 = Lk
Because we already proved the first induction step, this number m is well defined.  It follows that
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Notice that Lk = Lm+1 = max{Lm, m + 1 - Lm} = m + 1 - Lm.  

Define L = max {Lk, k + 1 - Lk}.  We claim that

c(x) = x
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will be a suitable choice for c(k+1)(x).  Then,
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Example:

Observe that m = 2 satisfy:

i) L2 < L6
ii)
L3 = L6 = 3

By our Induction step, L6 = L3 = 3 – L2 = 3.  So m = 2 satisfies Lm+1 = max {Lm, m + 1 - Lm}.  Define L = max {L6, 7 – L6} = 4.  

c(x) = xc(6)(x) + x0c(2)(x) = xc(6)(x) + 1

is a suitable choice for c(7)(x).  Then,
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 = c0(7)sj-4 + c1(7)sj-3 + c2(7)sj-2 + c3(7)sj-3 

= (c0(6)sj-3 + c1(6)sj-2 + c2(6)sj-1) + (c0(2)sj-4)

Proof:

= 
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Thus, L = max {Lk, k + 1 - Lk} satisfies c(k+1)(x) for s0, s1, …,sk.  We thus conclude that Lk+1 = L = max {Lk, k + 1 - Lk}.  Observe that equation (1) has the correct degree since the first term has degree (L – Lk) + Lk = L and the second term has degree (L – k + m – Lm) + Lm = L – k + m < L.

Example:

= (c0(6)sj-3 + c1(6)sj-2 + c2(6)sj-1) + sj-4 

= 
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Thus, L7 = max {L6, 7 – L6}= 4.

Appendix C

This is the source code for stimulating the Berlekemp Massey Algorithm.  It asks the user for an input sequence of length k and prints out the feedback polynomial for c(1)(x) to c(k)(x).

#include <stdio.h>

#define Max 100

typedef struct feedback {

int Lk;


int cm[Max];
/* stores c(m)(x) */


int ck[Max];
/* stores c(k)(x) */


int c3[Max];

} Feedback;

void prntc( Feedback f1, int i );

int sum( Feedback f1, int output[], int count );

main() {

int output[Max], n = 0, count = 1, i, j;

Feedback f1;

while( scanf( “%d”, &output[n++] ) != EOF );

for( i = 0; i < Max; i++ )


f1.cm[i] = c1.ck[i] = f1.c3[i] = 0;

/* initialise all arrays to get rid of garbage */

printf( “Length k\tFeedback\t\tLk” );

f1.cm[0] = 1;

while( output[count - 1] == 0 ) {
/* if starting sequence is 000…0 */

printf( “%d\t%d\n”, count, f1.cm[0] );

count++;


}

for( i = 1, ck[0] = 1; i < count; i++ )  

/* sequence 000…01 of length k has feedback 1 + xk. */


f1.ck[i] = 0;

f1.ck[count] = 1;

f1.Lk = count;

prntc( f1, count );


while( count <= n ) { 

if( output[count] != sum( f1, output, count ) )  {


/* Berlekemp Massey Algorithm to compute c(k+1)(x) */

if( f1.Lk >= count + 1 – f1.Lk ) {
/* max {Lk, k + 1 - Lk} */

for( i = 0; i < 2 * f1.Lk - count - 1; i++ )


f1.c3[i] = 0;

for( j = 0; j < Max; j++ )


f1.c3[j + i] = f1.cm[j];


for( i = 0; i <= f1.Lk; i++ ) 

 

f1.ck[i] = ( f1.ck[i] + f1.c3[i] ) % 2;

}

else {


for( i = 0; i < count + 1 – 2 * f1.Lk; i++ )



f1.c3[i] = 0;


for( j = 0; j < Max; j++ )



f1.c3[j + i] = f1.ck[j];


for( i = 0; i <= count + 1 - f1.Lk; i++ ) {



f1.c3[i] = f1.ck[i] + f1.c3[i];






f1.cm[i] = f1.ck[i]

f1ck[i] = f1.c3[i];

}




f1.Lk = count + 1 – f1.Lk;




}



}


count++;


prntc( f1, count );

}

}

void prntc( Feedback f1, int count ) {

int n;

printf( “%d\t”, count );

for( n = 0; n < f1.Lk, n++ )
/* prints the feedback */

printf( “%d ”, f1.ck[n] );

printf( “\t\t\t%d\n”, f1.Lk );

}

int sum( Feedback f1, int output[], int count ) {

int n, sum = 0;

for( n = 0; n < f1.Lk; n++ )
/* summation of cisj */


sum = sum + f1.ck[n] * output[count – f1.Lk + n];

return sum % 2;

}

Results:

Input:
111110110110001011011101001101

Output:      Length k  
Feedback

Lk



1
11


1



2
11


1



3
11


1



4
11


1



5
11


1



6
100011

5



7
100011

5



8
101111

5



9
110111

5



10
000111

5



11
000111

5



12
000111

5



13
110000111

8



14
110001001

8



15
110010101

8



16
110101101

8



17
0111011101

9



18
0111011101

9



19
11101101001

10



20
10011010011

10



21
001110100111
11



22
101000000001
11



23
101000000001
11



24
101000000001
11



25
101000000001
11



26
101000000001
11





27
101000000001
11

28
101000000001
11

29
101000000001
11

30
101000000001
11

Appendix D


This program is another example of a Clock-Controlled Generator described in chapter 5.  This particular generator has two LFSRs, namely LFSR A and LFSR B.  LFSR A acts as the clock controller such that when a0 = 1, z0 = b1, and when a1 = 0, z0 = b0.  Continuing in this fashion, if ai = 0, then zi = zi-1, and if ai = 1, zi takes the next value of b.  For this program, the feedback polynomial of LFSR A is taken to be 1 + x + x4, and that of B to be 1 + x2 + x5.

#include <stdio.h>

#define Max 50

main() {

int A[Max], B[Max];

int* ptr = B;

int i;

printf( “Key in binary input 1: “ );

scanf( “%d %d %d %d”, &A[0], &A[1], &A[2], &A[3] );

printf( “Key in binary input 2: “ );

scanf( “%d %d %d %d %d”, &B[0], &B[1], &B[2], &B[3], &B[4] );

for( i = 4; i < Max - 1; i++ ) 


A[i] = ( A[i-4] + A[i-3] ) % 2;


for( i = 5; i< Max; i++ )

B[i] = ( B[i-4] + B[i-2] ) %2;

for( i = 0;  i < MAX; i++ ) {



if( A[i] == 1 )




ptr++;

printf( “%d”, *ptr );

}


}

Results:

Input for A:
1,1,1,0
Sequence generated:
1,1,1,0,0,0,1,0,0,1,1,0,1,0,1 repeated, thus period of A = 15.

Input for B:
1,1,1,0,1
Sequence generated:
1,1,1,0,1,0,1,0,0,0,0,1,0,0,1,0,1,1,0,0,1,1,1,1,1,0,0,0,1,1,0 repeated, thus period of B = 31.

Output:
11000011101100000111100001100110000011111111100000

Observe that the feedback polynomials of LFSR A and B are primitive, and that their periods are relatively prime.  Thus period of the output sequence z = 15 x 31 = 465.

Appendix E

This program implements the ML Decoding for an insertion channel with regards to the clock controlled generator described in Appendix D.  However, in this case the program has no knowledge of the feedback polynomials.  It asks the user for the output sequence z and the length, i, of the sequence b.  It then calculates the probability P(Zt = zt , (t = i | B = b ).  For simplicity, we test b = 0111001.

#include <stdio.h>

#define Max 100

int b[Max] = {0,1,1,1,0,0,1}, z[Max];

int check( int t );

int prob( int t, int i );

main() {

int t = 0, i;

printf( “Key in output sequence: ” );

while( scanf( “%d”, &z[t++] ) != EOF );    /* t is the length of the output sequence */

i = 7;      



         /*  i = (t */

printf( “\n\nOutput = %d”, prob( t, i ) );

}

int prob( int t, int i ) {

if( t > 1 && i == t + 1 )


return check( t );

if( t == 1 )


return 1;

if( z[t-1] != b[i-1] )


return 0;

if(z[t-1] == b[i-1] ) {

else if( z[t-1] == z[t-2] && z[t-2] != b[i-2] )



return prob( t – 1, i );

else if( z[t-2] == z[t-1] && z[t-1] == b[i-2] )



return prob( t – 1, i ) + prob( t – 1, i – 1 );

else



return prob( t – 1, i – 1 );

}

}

int check( int t ) {

int k, flag = 1;

for( k = 0; k < t – 1; k++ )

/* z1 = b2, z2 = b3, … */

if( z[k] != b[k+1] ) {


flag = 0;


break;

}

return flag;

}

Results:

We have b = 0111001

When z = 01100001, output = 0
When z = 0111100001, output = 9
When z = 1111100001, output = 18
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